Division of Public Health

Confidentiality Agreement


Effective Date: May 1, 2011
Ensuring the confidentiality of all health reports, records, and files containing patient names and other individually identifying information is of critical importance in the Division of Public Health.  Breaches of confidentiality could undermine public trust in the Public Health Division and thereby hinder efforts to prevent and control morbidity and mortality and to protect the public from disease and injury.

Federal and state laws, including the HIPAA Privacy Rule and NC General Statute § 130A-12, provides for the protection, privacy, and security individual health information.  

These laws provide requirements to ensure that the protection of certain individually identifiable health information that is created, received, and maintained in any form or medium, by the North Carolina Department of Health and Human Services (DHHS) and the Division of Public health, is safeguarded and protected 

Employees of the Division of Public Health may only use and disclose individually identifiable health information as provided by and subject to all of the limitations and requirements specified in the DHHS Policies and Procedures Manual and in the Division of Public Health privacy policies and procedures as defined in the Division of Public Health Privacy and Security Manual. 

Employee Acknowledgement:

· I understand that I may have direct or indirect access to confidential individually identifiable health information in the course of performing my work activities and I agree to protect the confidentiality of any individually identifiable health information to which I may have access.    

· I shall adhere to all the Division business procedures that provide for minimizing the intentional and unintentional conveyance of individually identifiable information to unauthorized parties through written or oral interactions.  

· I must make all reasonable efforts to limit individually identifiable health information to that which is minimally necessary to accomplish the intended purpose for the use, disclosure, or request for information.

· I understand that there are state and federal laws and regulations that ensure the confidentiality of an individual’s identifying health information.

· I understand that there are DHHS and Division policies and procedures with which I am required to comply related to the protection of individually identifiable health information.  Should questions arise about how to protect information to which I have access, I will immediately notify my supervisor and/or the DPH Privacy Official.

· I understand that my failure to observe and abide by these policies and procedures may result in disciplinary action, which may include dismissal and/or contract termination, and/or punishment by fine and/or imprisonment.  I understand that there may be sanctions resulting from failure to comply with DHHS and Division privacy policies and procedures and the Division shall use the procedures in the State Personnel Manual to apply appropriate sanctions against members of its staff who fail to comply with these privacy policies and procedures.  

· I have been informed that this signed acknowledgement will be retained on file for future reference.

I have read the above confidentiality statement and understand its implications for my position in the Division of Public Health. 

PRINT NAME:
_______________________________________________________

Employee or Contractor Signature:
_________________________________________
Date:  ________________

