Division of Public Health

Privacy Incident Report

INSTRUCTIONS

1. DPH staff to complete Section I and II to report suspected privacy incidents such as unauthorized/inappropriate/accidental uses or disclosures of DPH client health information and return to supervisor.

2. Supervisor to review and sign Section II and forward to Agency Privacy Official/Designee for resolution.

3. Agency Privacy Official/Designee to complete Section III to investigate/resolve reported privacy incidents or to fax/mail the privacy incident report to the DHHS Privacy Officer.

4. DHHS Privacy Officer to complete Section IV to review agency disposition or to document departmental disposition of privacy incident.

5. All parties to record communications made regarding the privacy incident in Section V.

NOTE: This is an administrative report; DO NOT include in any agency designated record set(s), including client health records.

SECTION I – GENERAL INFORMATION
Name of Staff Member Reporting Incident
  

Telephone Number
(       )          -          x      
Email Address
     

Division/Office/Facility
     

Unit/Section
     

Supervisor
     




SECTION II – PRIVACY INCIDENT INFORMATION
Date of Incident
     
Time of Incident
     
Location of Incident
     

Description of Incident (Include the names of those involved in the privacy incident.) 

     

Incident also reported to
     




Signature/Title: __________________________________________________________________ Date: ____________________





(Staff member reporting privacy incident)




Supervisor Comments 

     



Signature/Title: __________________________________________________________________ Date: ____________________






(Supervisor of staff member reporting privacy incident)

SECTION III - AGENCY DISPOSITION

Tracking Information

Agency Code
     
Tracking Number
     

Tracking Number from Privacy Complaint Form, if applicable
     



Privacy Incident Classification

 FORMCHECKBOX 

Unauthorized Access (Paper)
 FORMCHECKBOX 

Unauthorized Access (Electronic)

 FORMCHECKBOX 
  
Unauthorized Disclosure Outside Agency
 FORMCHECKBOX 

Inappropriate Use Within Agency

 FORMCHECKBOX 

Unauthorized Use or Disclosure by Business Associate
 FORMCHECKBOX 

Improper Communications (Mail, E-mail, Fax, Phone)

 FORMCHECKBOX 
 
Improper Denial/Fulfillment of Client Rights
 FORMCHECKBOX 

Improper Oral Communications

 FORMCHECKBOX 

Improper Disposal 
 FORMCHECKBOX 

Improper Password Management

 FORMCHECKBOX 

Other (Specify)




Severity of Privacy Incident 

 FORMCHECKBOX 
 
Severe 
(Press may be involved.  Affects client and/or public, business associate(s), and/or state and/or local governments.  Must be routed to DHHS Privacy Officer for resolution.  If DMH/DD/SAS agency is involved, DHHS Privacy Officer will inform DMH/DD/SAS Central Office Privacy Officer of resolution.)

 FORMCHECKBOX 
 
Moderate 
(Press involvement unlikely.  Affects client, two or more agencies within DHHS, and/or business associate(s).  Forward to DHHS Privacy Officer for disposition if privacy incident cannot be resolved within the agency.)

 FORMCHECKBOX 
 
Low
(No affect outside of agency.  Agency able to resolve.)

Privacy Incident Analysis (Enter investigation notes, including potential harm to client and potential risk to agency/others.)

     

Action To Be Taken (All agency resolutions to be forwarded to DHHS Privacy Officer for review)

 FORMCHECKBOX 

To be resolved by DHHS Privacy Officer

 FORMCHECKBOX 

Additional staff training needed at the agency (Specify)


     

 FORMCHECKBOX 

Agency procedures to be reviewed/updated (Specify)


     

 FORMCHECKBOX 

Employee Sanctions (Specify)


     

 FORMCHECKBOX 

Inform Client (Specify)


     

 FORMCHECKBOX 

Record disclosure in accounting of disclosures log.

 FORMCHECKBOX 

Other (Specify)


     



Signature/Title: __________________________________________________________________ Date: ____________________






  (Agency Privacy Official/Designee)

SECTION IV – DHHS PRIVACY OFFICER REVIEW
Privacy Incident Analysis (Enter notes related to departmental investigation or review.)

     

Action To Be Taken

 FORMCHECKBOX 

Agency determination is accurate and resolution complete – Report filed

 FORMCHECKBOX 

Additional agency action needed (Specify)


     

 FORMCHECKBOX 

DHHS policies to be reviewed/updated (Specify)


     

 FORMCHECKBOX 

New DHHS policy needed (Specify)


     

 FORMCHECKBOX 

Other (Specify)


     

Report Forwarded To

 FORMCHECKBOX 

Office of the Attorney General

 FORMCHECKBOX 

DHHS Agency/Management (Specify)
     

 FORMCHECKBOX 

Other NC State Government Agency/Commission/Board (Specify)
     

 FORMCHECKBOX 

Other (Specify)
     



Signature/Title: __________________________________________________________________ Date: ____________________






  (DHHS Privacy Officer)

SECTION V – COMMUNICATIONS LOG
Communications (Delete examples provided and record all communications concerning the privacy incident received or made by the agency or Department  Include any communications with the DHHS client whose information was involved in the incident.)

Incident Number
     
Incident Classification
     

Date
Delivered By/ Organization
Mode
Received By/ Organization
Summary of Communication

1/2/03
Mary Smith, DD Hospital
Email
Jane Eagle, Office of the Attorney General 
Please confirm disclosed information (client name plus name of facility) is PHI.

1/7/03
Jane Eagle, Office of the Attorney General
Meeting 
Mary Smith, DD Hospital
Yes, disclosed information is PHI.

1/8/03
Mary Smith, DD Hospital
Telephone and letter
John Summer, Wilmington Times
Please return letter sent by DD Hospital Nurse on 12/23/02 and any duplicates created by Wilmington Times staff.

1/15/03
Mary Smith, DD Hospital
Memo
DD Hospital Staff
Announcement of updated procedures and training schedule.

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

     
     
     
     
     

***End of Document***
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