NC DPH Instructions to Request Restrictions on Disclosures of Health Information 


Client’s Right to Request Restrictions on Uses and Disclosures of Health Information

1. DHSS Privacy Policy, Client’s Rights 

Each client of a DHHS agency or health care component that is covered by the HIPAA Privacy Regulation has the right to ask for restrictions on how his/her health information is used or to whom the information is disclosed.  This right is described in the NC DHHS Client Rights:  Rights of Clients privacy policy.  Use and disclosure of health information for treatment, payment or other health care operations is often permitted by state and/or federal law without the client’s permission.  However, clients can make requests about uses and disclosures even if the restriction affects the clients’ treatment or payment of that treatment, or other health care operation activities. For example, the client may want to limit the health information that is included, but not limited to following:

· Agency directories

· Health information that is provided to family or friends who are involved in the client’s care

· Payment of medical bills

· Release of “sensitive information.” 

2. Agency Responsibility

DHHS agencies are not required to agree to any requested restrictions.  However, if a restriction is agreed to, it is binding and agencies may not use or disclose information in violation of the agreement, unless otherwise allowed or required under other DHHS policies.  For example, an agency may disclose restricted information to permit emergency treatment.  An agency is also not bound by restrictions when a disclosure is required by law. Client requests for restrictions must be provided in writing and signed and dated by the client or personal representative.  

Refer to the DPH Client Rights: Rights of Clients privacy policy for more information regarding clients’ privacy rights.

3. NC DPH Program Guidelines for Requesting Restrictions

NC DPH programs can grant their clients the right to request restrictions on the use of disclosure of their health information, within the parameters defined by federal and state law and program regulations.  Restrictions can be placed on disclosures of specific health information and/or on disclosures to specific individuals or organizations.  If client does not give permission to release specific “sensitive information” or other information, we should honor this request if the release does not negatively affect treatment or is not material to the purpose of the disclosure.  These rights coincide with similar rights provided by and the Health Insurance Portability Act (HIPAA) Privacy Regulation.   

You should use the “Request for Restrictions on Use and Disclosures of Health Information,” to document the client’s requested restrictions.  This form is used together with the Authorization to Disclose Health Information form.  You can choose whatever means is most suitable for restricting the disclosure, such as blacking out sensitive material. 
On the Authorization form, you would indicate the specific information to be disclosed and the specific organizations to which the information is disclosed.  Strictly speaking, by excluding information or organizations from the authorization, you are effectively putting a restriction on the disclosure.  We must have a signed authorization to release specific information to specific organizations.  However, to document the request and ensure that there are no inadvertent disclosures, you should use the Request for Restrictions on Use and Disclosures of Health Information form.  On the Authorization form, you indicate that they are restrictions in place.

On the Request for Restriction on Use and Disclosures of Health Information, you indicate the specific information not to be disclosed and/or the specific organizations not to disclose either the specific information or any information.  Make sure you file the request for restrictions with the Authorization and client record and make sure you inform all involved in the child’s care about the restrictions in place.  

In situations where a client has already authorized the disclosure, use the “Request for Restrictions on Uses and Disclosures of Health Information” form to list the specific agency(ies) to which information will no longer be released.  Make sure you file this request with the authorization.  Also make sure that all staff and others involved in the case are aware of the restriction so information is not inadvertently released to the agency in the future.  Also, any restriction applies only to subsequent releases and not for information that has already been released with a valid authorization.  

Important:  Make sure that all staff and others involved in the case are aware of the restriction so a disclosure is not made inadvertently against the parent’s wishes.  Indicate on the authorization and in HSIS that restrictions are in place.
4. Instructions for completing the Request for Restrictions

All requests for restrictions on the use and disclosure of health information must be in writing and signed by the parent/legal guardian/personal representative.  Legible facsimiles are acceptable.  The signed form can be mailed to the appropriate location that maintains the client’s records.

1. Have the client  (or personal representative) complete the form indicating;

a) Name and date of birth.

b) Social Security number is optional

c) Client address 

d) Client home phone number and work phone number, if available

2. Under “Request”, work with the client/personal representative to specify the type of information that should be restricted.  Be as specific as possible.  Also, indicate the individuals or organizations to which the information should not be sent.  If the client/personal representative does not want any information sent to a particular organization(s), indicate this restriction on the request.

3. Have the Client/Personal Representative sign and date the form.  

4. Indicate the authority the personal representative has to act on behalf of the client.

5. Indicate whether the request has been approved.  Check off to indicate when all appropriate staff and other agencies have been informed of and have acknowledged the restriction.

6. Indicate whether the request for restriction has been denied and the reason for denying the request.  

7. Sign and date the form.  

8. On the HSIS Patient Master Screen (HSA010A), update the field “Restrict PHI” with “Y” to indicate that there are restrictions in place on the disclosure of information.  This is a flag only to alert HSIS users about the restrictions, which must be documented and retained with the client files.  

9. File the completed Request for Restriction on Use and Disclosures of Health Information together with the Authorization to Release Health Information form and other client documentation.  

2
NC Division of Public Health
2 of 4
January 30, 2004


