DPH HIPAA Covered Health Care and Business Associates

	DPH Work Area
	Coverage
	Privacy

	State Lab for Laboratory
	Covered Health Care Component – Indirect Treatment Provider
	Follow DHHS privacy policies; develop applicable procedures. Subject to CLIA restrictions regarding direct patient access to records. 

	CDSAs – state owned (contracted CDSAs are separate covered entities)
	Covered Health Care Components – Providers
	Exempt from HIPAA privacy, covered by FERPA.  Will integrate FERPA/HIPAA policies/procedures where appropriate

	
	
	

	State Center for Health Statistics
	DHHS internal business associate of DMA
	Follow DHHS and DPH privacy policies.  Develop applicable privacy procedures.  MOU in place with DMA.

	Children’s Special Health Services
	DHHS internal business associate of DMA
	Follow DHHS and DPH privacy policies.  Develop applicable privacy procedures.  MOU in place with DMA.

	Administrative, Local, Community Support – Medicaid Reimbursement and Liaison
	DHHS internal business associate of DMA

Business Associate of local health departments
	Follow DHHS and DPH privacy policies.  Develop applicable privacy procedures.

Consolidated agreement with Business Associate MOU in place with health local departments and MOU in place with DMA.

	Administrative, Local, Community Support – HSIS Business Liaison
	DPH internal business associate of State Lab (HSIS billing)

Business Associate of local health departments
	Follow DHHS and DPH privacy policies.  Develop applicable privacy procedures.

Consolidated agreement with Business Associate MOU in place with local health departments.

	Administrative, Local, Community Support – IT 
	DPH internal business associate to State Lab and DECs
	IT staff supporting Lab and DEC follow DHHS policies.  Develop applicable privacy procedures.

	Administrative, Local, Community Support – Local Technical Assistance and Training
	Business Associate of local health departments
	Follow DHHS and DPH privacy policies.  Develop applicable privacy procedures.

Consolidated agreement with Business Associate MOU in place with local health departments.

	Regional PH Nurse Consultants & other PH Consultants (in various programs)
	Not covered strictly, but have access to patient health information
	Follow DHHS privacy policies.  Develop applicable privacy procedures.

Consolidated agreement with local health departments.
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