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Disclaimer


Information contained in this document represents the NC DHHS HIPAA Program Management Office (PMO) staff’s views and interpretations of HIPAA and its accompanying regulations as published in the Federal Register as of the release date of this document.  Any conclusions or recommendations contained herein are based on these interpretations.  This information is subject to change and should be used only for the purpose intended by the NC DHHS HIPAA PMO.    Unless otherwise noted on an individual document, the NC DHHS HIPAA PMO grants permission to copy and distribute files, documents, and information for non-commercial use, provided the items are copied and distributed without alteration.  If you believe that information obtained from this document is inaccurate or out-of-date, please notify the DHHS HIPAA PMO via email at Dhhs.Hipaa.Program.Management.Office@ncmail.net.
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1. 
2. Purpose
The purpose of this document is to provide guidance for DHHS divisions, offices, and state owned/operated local entities [hereinafter called “DHHS entities”] in retaining the appropriate documentation to show they have taken all of the steps that can reasonably be expected to identify and comply with HIPAA requirements.   This process is often loosely referred to as “due diligence”.  

These guidelines should be followed by all DHHS entities.  The guidelines may change once the HIPAA Enforcement regulation is released; however, these guidelines will remain in effect until such time as the Enforcement regulation is available and DHHS guidelines have been updated.
Managers and employees at all levels of the organization who are involved in DHHS HIPAA activities should make every reasonable effort to ensure that normal HIPAA compliant business operations and services are implemented and maintained during and after the HIPAA compliance effort.  For DHHS, this “reasonable effort” will include the ability to 

Demonstrate compliance activities and decisions through written and/or electronic documentation.  Records of actions taken, processes used, inventories, and conclusions reached concerning HIPAA activities will be a critical factor in the event of anticipated HIPAA compliance audits.  Having implemented the processes and methods correctly, sustaining HIPAA compliance should be easier.  Ongoing due diligence efforts will be required to maintain HIPAA compliance. 

The purpose of this document is not specifically to address how information can and should be shared with the public, but rather how HIPAA documentation should be treated within DHHS and individual areas of DHHS.  DHHS entities may refer to the Department of Cultural Resources web site at http://www.ah.dcr.state.nc.us/e-records/pubdata/default.htm to review the Public Records Law.  Generally, DHHS employees should remember that all records are public records, regardless of the medium, and documentation must be made available to the public unless exempted by law.  The Public Records Laws Relating To Confidential Records Held by North Carolina (http://www.ah.dcr.state.nc.us/sections/archives/rec/confidentiality.pdf) describes exceptions to the general Public Record Law.  For example, “a public agency does not have to disclose security features of electronic data processing systems, information technology systems, telecommunications networks, or electronic security systems, including hardware or software processes, configurations, software, and codes G.S. §132-6.1(c).”  DHHS employees should work through their normal operational channels to discover how to handle public requests if there is uncertainty about if/how HIPAA related information requested by the general public or media should be shared.


3. Applicability
These guidelines apply to all DHHS divisions, offices, institutions, and facilities.
4. Documentation Guidelines
The level in which due diligence must be tracked will depend on whether a DHHS area has been determined to be: a) a covered health care component, b) an internal business associate of a DHHS covered health care component, or c) a business associate of an external covered entity [all will hereinafter be referred to as “Impacted”].  

If a determination has already been made that a DHHS entity is not impacted by HIPAA [hereinafter called “Non-impacted”], then information from the DHHS HIPAA PMO or other sources should be retained if it states this conclusion and the reasons that conclusion was reached.  Similarly, if it is determined that a DHHS entity is Impacted, then that entity should retain information from the DHHS HIPAA PMO or other source that states this conclusion, the reasons that conclusion was reached, and key documentation that could be used to verify how compliance was reached and /or why a certain approach was used to achieve compliance.  It is anticipated that non-impacted areas of DHHS will have minimal HIPAA related documentation to retain while impacted areas will have more significant amounts of HIPAA related documentation to retain.
Impacted and Non-impacted areas should use the following list of general guidelines to ascertain the types of documents that should be maintained in each site’s HIPAA file to demonstrate “reasonable effort”. This list is to be used as a general guide.    
General Guidelines

Documentation should be retained if it meets one or more of the following general criteria:
1. It was sent to a DHHS entity by the DHHS HIPAA Office and is specific to that DHHS entity.

2. It states a specific strategy or approach used or chosen by a specific DHHS entity to comply with HIPAA.
3. It provides support for the rationale used by a specific DHHS entity to make decisions.
4. It is written documentation that shows/proves a specific DHHS entity’s compliance with HIPAA.
5. It is a contract created or amended with a third party performing a function covered under HIPAA.
6. Someone in the specific DHHS entity signed it and it meets one or more of the above criteria (e.g., sign-off document). 

7. 

Examples of Documentation To Keep
The next few pages contains a table that describes some of the of HIPAA related documentation that may need to be kept.  The detail in this table is not meant to imply that all of the documentation referenced should be kept.  All documentation and data should be measured first against the general guidelines above to ascertain whether it is key documentation.  The table below describes some of the documents that could be considered key documentation if it also serves the purpose of documenting HIPAA related decisions or your rationale for decisions made by a DHHS entity.


Document Category
Type of Record
Example (current and future)

1. Communications
Relevant communications containing PMO, industry, or management impact/approach guidance, instructions, or decisions as it relates to HIPAA impact determinations or compliance processes.
Emails (sent/or received)
, letters, memos, important presentations not related to training, meeting minutes


2. Deliverables
Information requested by and returned to the PMO in a specified format and does not fit into another one of the categories in this table; or documentation received back from the PMO that is specific to a division, office, institution or facility.
EDI-TCI Assessment Report, Network Discovery Report, Security Assessment Report

3. Work Products
Documentation created by individual areas of DHHS that is not classified as a deliverable, but is detailed information used as input to make a decision, select a solution, produce a final deliverable, etc.
Cost Benefit Analyses, Risk Prioritization Documents, Tool Evaluations, Business Information Flow Assessment Worksheets

4. Guidelines
Documents that are created for the purpose of guiding compliance activities, whether authored or customized by the PMO or individual areas of DHHS
Due Diligence Guideline, EDI-TCI Gap Analysis & Remediation Guideline, Business Associate Assessment Guideline, Privacy Remediation Guideline, Security Remediation Guideline

5. Inventories/Assessments
Inventories and assessments of equipment, systems, polices, procedures, practices, software, contracts, etc. as they relate to HIPAA (most of these were probably requested by the PMO)
Business Information Flow Assessments, EDI-TCI Inventory, EDI-TCI System Functionality Statements, Policy and Procedure Matrices , Legal Matrix, Security Pre-Assessment Checklist

6. Plans
Documentation, formal or informal, that describes how individual areas of DHHS plan to comply with HIPAA.
Strategic Plans, Assessment Plans, Compliance Plans, Test Plans, EDI-TCI Approach Documents, Privacy Approach Documents, Security Approach Documents

7. Project Tracking Documents
Any documentation related to tracking the progress of HIPAA compliance projects within individual areas of DHHS.
Status reports submitted to the PMO, Project Schedules, HIPAA task checklists, Internal/Task Force/Committee Meeting Agendas and Minutes, Critical needs budget requests, Expansion, budget requests, Budget estimates, Expenditure tracking documents,  issues logs, risk logs

8. Reference Documents
Documentation from any source that supports the rationale for making a certain decision regarding if/how/to what extent to comply with HIPAA.
Books, Magazine articles, Briefings, Regulation review material, Regulation summaries, Internet Research documentation


9. Approvals and Authorizations
All documents that require review, sign-off and/or authorization by a division, office, institution, or facility staff relating to HIPAA compliance along with all notes made regarding such.  
Impact Determination Letter Sign-off, Verification of BIFA Workgroup Sign-off, EDI-TCI Assessment Report Sign-off, Purchase Requests, Purchase Orders/Approvals

Document Category
Type of Record
Example (current and future)

10. Specific Requirements
Written documentation created specifically for the purpose of HIPAA compliance
Written Policies, Written Procedures, Forms, Updated Technical Architecture Drawings, Technical Requirements Documents, Technical Design Documents

11. Legal Documentation
Written correspondence or documentation concerning an informal or formal legal opinion or advisory and pertains to HIPAA compliance issues.
Hybrid Entity Legal Advisory from the Attorney General’s Office

12. Vendor Contract Information
Documentation of any agreements made with or provided by contracted third parties.
Business Associate Contracts, Contract Amendments, Vendor Statements of Work, Vendor Deliverable Approvals & Associated Documentation

13. Certifications
Final certification documentation obtained from contracted third parties for the purposes of independent verification and validation
to confirm compliance with HIPAA standards
EDI Transaction Certifications, Security Certifications

14. HIPAA Web Sites
Websites created by individual areas within DHHS to address HIPAA for a specific DHHS program area.  These websites need not remain active after compliance is reached unless used for HIPAA maintenance purposes; however, they should be archived.
DMA HIPAA Webpage

15. Training Records 
Records that show which staff attended what type of training and when, regardless of who provided the training (DHHS, Vendor, etc.).  This includes specific HIPAA training for HIPAA coordinators, privacy officers, and security officers, as well as internal staff training required in the regulations.  In case a breach of privacy and/or security occurs regarding health-related information, DHHS needs to be able to show that the person or persons committing the breach received training that, had it been adhered to, would have prevented the breach.
Training confirmations, Registration documents; Training Materials, Training Attendee Records, Employee Orientation/Training Logs; Employee Orientation Training Sign-Off in Personnel Folder

5. Document Creation, Organization & Version Control
The following guidelines are recommended to properly create, store and control multiple versions of HIPAA related documents:
A. A central point(s) of contact (POC) should be identified in each division and/or individual health care component for management of files and/or LAN directories related to HIPAA.  This will typically be the designated HIPAA coordinator.  Only the identified POC should create new folders and communicate any changes to the HIPAA team or other affected personnel.
B. Each document created should clearly represent the document title, the author, and the area of DHHS authoring the document.

C. Final documents should be password protected such that the document owner(s) can modify the document, but everyone else opens it as a read only document.  This will prevent documents that are critical in complying with HIPAA from being inadvertently changed by unauthorized personnel.  This action can be accomplished from the Tools Menu (then “Protect Document” or “Protection”) from most Microsoft desktop publishing tools.
1. 
D. Final deliverable documents should be categorized and stored as they relate to a  specific HIPAA activity.  Each POC should determine what these categories should be based on the level to which the area of DHHS is impacted (i.e. many categories may be necessary for a large compliance effort in a hospital while few categories will suffice in a non-impacted division such as the Division of Social Services).
Example Categories: Impact Determination, Assessments, EDI-TCI, Privacy, Security, Legal, etc.
E. Version control and naming conventions should be used for all documents.  Each POC will be responsible for enforcing these practices within their specific area of DHHS.
F. If a document is in draft form, “Draft” should be appended to the end of the document name, followed by the date (MM-DD-YYYY, e.g., 07-31-2001). All file names should contain spaces between the words.  Note: It is not necessary to keep drafts for due diligence purposes.
Example: HIPAA Strategic Plan Draft 07-31-2001.doc.
G. Final versions of documents should use “version” numbers.  Version numbers should be consecutive (i.e., no skipped numbers).
Example: HIPAA Strategic Plan v 1.doc.  
H. If another version of final documents is necessary, then F and G above should be repeated and the version number of the resulting final document will be increased by 1.
Example: HIPAA Strategic Plan v 2.doc.  

I. Document headers or footers should reflect the name of the document, the date of release, and document version number.
J. All multiple page documents should contain page numbers in the footer for easy reference.
6. 
7. 
8. 
9. 
10. 
11. 
12. 
13. 
14. Filing Methods
The following guidelines are recommended to file HIPAA related documentation:
A. HIPAA related documentation that each DHHS entity decides to keep to demonstrate “reasonable effort” should be filed separate from other records.

B. Any filing arrangement will be suitable for storing HIPAA related documentation, so long as items are clearly marked and identifiable with HIPAA.  These methods include but are not limited to, binders, file folders, filing cabinets, LAN drives, etc.  In limited cases (e.g. HIPAA security assessments), documentation need to be stored where there is very limited access (e.g. secure server, locked file cabinet).
C. Only the original or a single photocopy of the original (if an original is not available) needs to be kept of appropriate documents by each division and/or covered health care component within DHHS.

D. General hard copy HIPAA documentation should be stored in a single location where possible or otherwise noted.  This location should be determined, established, and maintained by the POC.  It should be sufficiently organized for easy retrieval.
E. Electronic HIPAA documentation should be maintained in one common area where possible and appropriate (e.g., a shared LAN drive).  LAN folders should be clearly named so that it is obvious they contain HIPAA information 
F. 
G. Electronic HIPAA documentation such as email and web sites should be maintained in electronic folders and should be searchable.  

H. 
I. The POC will maintain most documents.  In instances where records are not maintained by the POC, the POC should be aware of the exception filing arrangement and what types of documentation will be housed in the separate location. 
J. Copies of documentation that contains information protected under the Public Records Law should be disseminated with care.  All other HIPAA documentation shall be available to the public upon request. 

15. 

16. Data Backup and Security

The following guidelines are recommended to back up and secure (as appropriate) HIPAA related documentation:

A. 
B. 
C. 
D. HIPAA documentation and/or data should be secured as is customary and appropriate.   Consult the Public Records Laws Relating To Confidential Records Held by North Carolina (http://www.ah.dcr.state.nc.us/sections/archives/rec/confidentiality.pdf) to know what types of documents and data is protected under the Public Records Law.  For security related access questions, contact the DHHS Security Office. 
E. 
F. Regular back-ups should be created for electronic documentation.  These back-ups should be archived, as they would be in normal operations unless otherwise specified.
G. Frequency and timing of electronic data backups should provide sufficient protection to ensure that data will be available for HIPAA compliance efforts as well as continue HIPAA compliance.  Backup methods may include routine back-ups performed by network operations, or simply saving key documents on floppy disks or CD-ROMs.

H. 
I. 
J. 
K. 
L. 
M. 
N. 
17. Disposition and Retention.

A records retention schedule does not yet exist for HIPAA specifically; therefore, DHHS offices should follow the provisions of either their own program-specific records retention and disposition schedule or the General Schedule for State Agency Records.

As of the date of this document, the HIPAA Enforcement regulation has not been published.  The guidelines contained in this document may change once the HIPAA Enforcement regulation is released.  At such time, these guidelines will be re-evaluated and updated as necessary.  

End of Document
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